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Abstract: The use of the internet has experienced tremendous developments in the business sector, especially in large 

scale companies. Since the discovery of internet technology. Basically, e-commerce is the buying and selling of goods 

and services on the internet and on different online networks especially World Wide Web. The development of e-

commerce has led to companies moving much of their business efforts to online environments. Relying on security 

measures should be taken to provide the users with reliable e-commerce services such as encryption, digital signature, 

and verification technology and intrusion detection. 
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INTRODUCTION 
Electronic commerce or e-commerce, is the 

buying and selling of goods and services on the Internet 

(Nanehkaran, 2013). Other than buying and selling, 

many people use Internet as a source of information to 

compare prices or look at the latest products on offer 

before making a purchase online or at a traditional 

store. E-Business is sometimes used as another term for 

the same process. More often, though, it is used to 

define a broader process of how the Internet is changing 

the way companies do business, of the way they relate 

to their customers and suppliers, and of the way they 

think about such functions as marketing and logistics. 

For the purpose of this study e-commerce is taken to 

mean doing business electronically. 

 

The application of e-commerce technology is 

one of the important factors to support the success of a 

product from a company. It is a familiar mode of 

shopping for many consumers. To accelerate and 

increase sales quickly, by looking at the rapid 

development of information technology, we can utilize 

an on-line service in the form of ecommerce. So far, the 

sales system of customers used by companies is only in 

writing and manual, which often tends to be misleading. 

With the existence of e-commerce services that can be 

quickly enjoyed by customers and companies 

themselves, all services desired by customers can be 

immediately followed up as quickly as possible, so that 

the company will be able to provide the best and fastest 

service for customers. 

 

The main benefits of e-commerce from sellers’ 

point of view is increasing revenue and reducing 

operation and maintenance costs through internet. 

These include as follows: • Increases revenue. • 

Reduces operation and maintenance costs. • Reduces 

purchase and procurement costs. • Raises customer 

loyalty and retention. • Reduces transportation costs. • 

Develops customer and supplier relationships. • 

Improves speed of the process of selling. • Improves 

internal and external communication. and • Develops 

the company image and brand. 

 

The importance of security and privacy 

concerns in an online environment has been broadly 

discussed and reported in many studies. Godwin (2001) 

reported that privacy and security concerns were found 

to be a major barrier to Internet shopping. This concern 

has been extended to the Internet banking environment. 

Security has been widely recognized as one of the main 
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obstacles to the adoption of electronic banking 

(Aladwani 2001), and privacy issues have proven 

important barriers to the use of online services. 

 

E-commerce security is specifically applied to 

the components that affect e-commerce namely 

computer security, data security, integrity, availability 

and other wider realms of the Information Security 

framework. Many scholars have argued that trust is a 

prerequisite for successful commerce because 

consumers are hesitant to make purchases unless they 

trust the seller (Gefen, 2002; Jarvenpaa et al., 1999; 

Kim et al., 2005; Urban et al., 2000). The key to success 

in Internet business is the establishment of trusted 

transaction processes where e-sellers create an 

environment in which a prospective consumer can be 

relaxed and confident about any prospective 

transactions. Web e-commerce applications that handle 

payments such as electronic transactions using credit 

cards or debit cards, online banking, PayPal or other 

tokens have more compliance issues and are at 

increased risk from being targeted than other websites 

as they suffer greater consequences if there is data loss 

or alteration. Mule, Trojan horse and worms if launched 

against client systems, pose the greatest threat to e-

commerce privacy and security because they can 

subvert most of the authorization and authentication 

mechanisms used in an ecommerce transaction. 

 

Ecommerce web site owners on one side are 

thinking of how to attract more customers and how to 

make the visitors feel secured when working on the site, 

while on the other side how the end users should rate a 

ecommerce website and what they should do to protect 

themselves as one among the online community 

(Srikanth, 2012). Viruses are a nuisance threat in the e-

commerce world. They only disrupt e-commerce 

operations and should be classified as a Denial of 

Service (DoS) tool. Password protection, encrypted 

client-server communication, public private key 

encryption schemes are all negated by the simple fact 

that the Trojan horse program allows the hacker to see 

all cleartext before it gets encrypted (Randy et al., 

2002). Due to the increase in warnings by the media 

from security and privacy breaches like identity theft 

and financial fraud, and the elevated awareness of 

online customers about the threats of performing 

transactions online, e-commerce has not been able to 

achieve its full potential. Many customers refuse to 

perform online transactions and relate that to the lack of 

trust or fear for their personal information (Yazdanifard 

and Edres, 2011). Clearly, the online transaction 

requires consumers to disclose a large amount of 

sensitive personal information to the vendor, placing 

themselves at significant risk. Understanding (indeed, 

even precisely defining) consumer trust is essential for 

the continuing development of e-commerce. 

 

A security objective is the contribution to 

security that a system is intended to achieve. E-

commerce is conducted on global network that is 

Internet which is untrusted. Therefore, confidentiality is 

required during transaction and sending information 

should be kept secure against all type of threats. 

Security has emerged as an increasingly important issue 

in the development and success of an E-commerce 

organization. Gaining access to sensitive information 

and replay are some common threats that hackers 

impose to E-commerce systems (Berlin, 2007). The 

successful functioning of E-commerce security depends 

on a complex interrelationship between several 

applications development platforms, database 

management systems, systems software and network 

infrastructure (Kesh and Nerur, 2002). 

 

CONCLUSION 
Information security has become a very critical 

aspect of modern communication system. Privacy, 

integrity, confidentiality and non-repudiation are main 

security dimension to protect E-commerce transactions 

against threats. Security is the key element that ensures 

the development of e-commerce. Although the Internet 

has its weakness in security, almost all layers of the 

network have formed security protocols. The security of 

network is the foundation of e-commerce, and the 

commonly used technologies include firewall, VPN and 

anti-virus. The firewall technology protects data in the 

Intranet with IP filtering and proxy. VPN ensures the 

security of data between enterprises in the Extranet and 

access to central system by using IP tunnel technology. 

Relying on any one of these measures alone is not 

sufficient. Other security measures should also be taken 

to provide the users with reliable e-commerce services 

such as encryption, digital signature, and verification 

technology and intrusion detection. 
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